BAN CHAP HANH TRUNG UONG PANG CONG SAN VIET NAM
AN PH(
VAN * ONG Ha Néi, ngay 24 thang 10 nam 2025

S6 18468-CV/IVPTW

V/v hieéng dan mo hinh két noi
mang va hé thong truc tuyen

Kinh geui: Cac tinh uy, thanh uy,

Can ctr Quyét dinh s6 204-QD/TW, ngay 29/11/2024 cia Ban Bi thu vé
viéc phé duyét Bé an chuyén doi sé trong cac co quan dang; Quyét dinh sb
333-QD/TW, ngay 23/6/2025 cua Ban Bi thu vé ban hanh Kién trdc chuyén doi
s6 trong cac co quan dang, phién ban 3.0; B&o céo nghién ctu kha thi Dy &n
Chuyén d6i sé trong cic co quan dang; cin cir tinh hinh thuc té, Vin phong
Trung wong Pang huéng dan mé hinh két ndi mang va hé thong truc tuyén bao
mat cap tinh, cac xa (chi tiét trong Phu luc kém theo).

Trong qua trinh thuc hién, néu co6 vuéng méc, dé nghi cac ddng chi trao doi
v6i Cuc Chuyén do6i s6 - Co yéu, Vian phong Trung wong DPang, dién thoai
080.43366.

Noi nhan: K/T CHANH VAN PHONG
- Nhu trén, PHO CHANH VAN PHONG
- Pong chi Chanh Van phong

Trung wong Dang (dé bao co),

- Ban Co yéu Chinh phu,

- Cyc Buu dién Trung uong,

- Cuc Chuyén d6i sé - Co yéu,

- Luu Van phong Trung wong Bang.

Vo Thanh Hung
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Huwéng dan md hinh két noi mang va hé thong truc tuyén bao mat
(Keém theo Cong van so 18468-CV/VPTW, ngay 24/10/2025
cua Van phong Trung wong Dang)
1. M6 hinh két néi mgng ciia cdc co quan ding
1.1. M@ hinh téng quan két néi mang cia cdc co quan dang
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Hinh 1. M6 hinh tong quan két néi mang cia cdc co quan dang
Mang ctia cac co quan dang gom 2 viing: mang dién rong (Intranet) va mang
Internet. Mdi viing mang c6 két néi cac co quan tir Trung uong, CAp tinh, cp xA.
Trung tdm dir liéu cia dang bao gdm Trung tdm dir liéu chinh (DC) va
Trung tdm di liéu du phong (DR). Tai mdi trung tdm dit liéu trién khai 02 viing
mang chinh la: Vung Internet, VVung Intranet (noi bo).
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- Vung Internet dugc thiét ké trién khai cac hé thong CNTT va giai phap bao
mat cung cip cho cac can bo, vién chic cé thé khai thac, sir dung tng dung tir
ngoai Internet (an toan).

- Vung Intranet duoc thiét ké va trién khai 12 ving mang néi bo cua cac co
quan Pang va két nbi vao mang TSLCD cuaa Pang, dap tng cho can bo, vién chic
c6 thé khai thac, sir dung ung dung tai tru sé co quan c6 két ndi mang noi bo
(TSLCD).

1.2.  Mb hinh két néi mang tai cdp tinh

TRUNG TAM DU LIEU CUA DANG
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Mang cap tinh gém 2 ving 1a ndi bo (thugc mang Intranet cua dang) va
Internet.

Vuing mang noi bd & cap tinh bao gém céc céc thanh phan cu thé nhu sau:

- Zone Outside (viing mang bién): duoc thiét lap dé cung cap céac két ndi he
théng ra bén ngoai mang truyén sé liéu chuyén ding bao gdm thiét bi dinh tuyén



(router), thiét bi tuong lta (Firewall) ngoai (hién tai c6 thé chua c6), Switch L2,
thiét bi bao mat BML dé bao mat duong truyén két ndi tir tinh dén Trung wong.

- Zone Core Network (ving mang core): bao gém thiét bi chuyén mach
Switch Core Layer 3 hiéu ning cao nham dam bao két ndi giita cc phan viing noi
bo hé thdng véi toe d6 cao, khdng gay tré hodc nghén mang, thiét bi twong lua
(Firewall) trong. Switch Core L3 can c6 cac cong két ndi toec do 10Gbps dé bao
dam két néi toi tuong ltra, may chu va thiét can thiét khéc.

- Zone HNTT (vung hoi nghi truyén hinh): két néi cac trang thiét bi caa hé
théng hoi nghi truc tuyén bao gom hé théng MCU THHN mat toan tinh va cac
thiét bi dau cui THHN cua cap tinh.

- Zone APP (viing may chii ang dung): trién khai cac may cha vat ly, may chu
40 hod cai dit cac dich vu cac hé thong hodc cac phan mém ung dung, cac hé thdng
thong tin phuc vu cho ndi b trong tinh.

- Zone DB (viing may chi co s& dit liéu): trién khai cac may cha vat ly, may
chu a0 hod cai dat cac co so dir liéu phuc vu cho ndi bo trong tinh.

- Zone LAN (Ving may tram): két ndi cac may tram cta ngudi ding cia van
phong tinh uy, thanh uy, cac ban xay dung dang, dang uy cac co quan dang tinh,
dang uy uy ban nhan dan tinh, dang uy quan su tinh, dang uy cong an tinh dé khai
thac cac phan mém tng dung, cac tng dung noi b tai tinh uy thanh uy va céc tng
dung dung chung cua dang ¢ Trung wong.

Ving mang Internet gém switch, tuong lra, may tram, may chu, thanh phan
giadm sat, thanh phan bao dam an toan, an ninh.

Pé dap ung yéu cau dic thu cua tinh trong qué trinh thuc hién chuyén doi sé,
dia phuong c6 thé trién khai xay dung Trung tam dix liéu (tap trung, duy nhat) phuc
vu nhiém vu riéng, dic thu caa dia phuong, bao dam tinh lién thong, thong nhét va
an toan dir liéu trén pham vi toan quéc, pht hop véi quy dinh tai Luat Dir liéu,
Nghi dinh sé 165/2025/ND-CP va Quy dinh sé 05-QB/BCDTW, ngay 27/8/2025.

* Pé nang cao tinh san sang cua hé thong, khuyén cao nén si dung:

+ Tuong lira ngodi va neong liza trong cia hai hdng khac nhau gip giam thiéu
rui ro tir mét diém 16i duy nhdt, tan dung dwoc thé manh chuyén biét ciia méi hang
va tiang cuong kha nang phong thii da 16p hiéu qud hon. Néu mét hang c6 16 hong
bao mat, fuong liza con lai 6 thé van hoat dong tét, dam bdo an toan cho hé thang).

+ Céc thanh hé thang nén trién khai theo mé hinh c6 tinh san sang cao (HA)
cho cac thanh phan chinh (vi du nhw: twong lira, may chi, SAN Storage, SAN
Switch, thiét b; Mmang...).
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Puwdng truyén
SLCD ¢

Hinh 4. Mé hinh mang dién réng tai cap xa

M6 ta so d6 va nguyén Iy hoat dong:

Mang tai cap xa chia thanh 2 viing 1a noi bo (két ndi vao mang Intranet cia
Pang) va viing Internet. Céc thiét bi tuong lira Firewall cho phép quan ly, cau hinh
tur tinh.

Vung ndi bd c6 cac thanh phan chinh nhu sau:

- Zone Outside (ving mang bién): duoc thiét lap dé cung cap céac két ndi he
théng ra bén ngoai mang truyén s liéu chuyén ding bao gom thiét cua nha cung
cap duong truyén, thiét bi bao mat BML dé bao mat duong truyén két néi tir xa dén
Tinh va Trung vong.

- Zone HNTT (ving hoi nghi truyén hinh): két néi céac thiét bi dau cudi
THHN cua cap xa.

- Zone LAN (Ving may tram): Bao gom cac may tram cta ngudi ding x& va
thiét bi twong lua (Firewall) dé bao vé cac may tram khi khai thac cac ung dung
noi bo tinh tai Tinh/Thanh uy va cac hé thong thong tin ding chung cua Pang tai
Trung vong.

Vung Internet gdm c6 cac thanh phan: cac thiét bi dau cudi (may tram, may
in, may quét, may tinh bang, codec ...), thiét bi chuyén mach, tuong lira (Khuyén
c4o sir dung tinh ning tuong lira trén thiét bi cua nha cung cap dich vu dudng truyén).



2. Hé thong truc tuyén bao mat

Hé thdng truc tuyén bao mat 1a hé thdng truc tuyén trién khai trong mang
Intranet cua cac co quan dang, cd tich hop giai phap bao mat caa Ban Co yéu
Chinh phu. Hé thong nay c6 pham vi két ndi cac diém cau bao mat toan qudc sir
dung dudng truyén sé liéu chuyén dung va giai phap bao mat co yéu.

2.1. M6 hinh, gidi phép két nai

VAN PHONG TRUNG UONG DANG
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VCS: Thiét bi dau cudi cla ngudi dung/phdng hop
MCU: Thiét bi digu khién da diém

2.2. M0 ta giai phap

Vé Ha tang truyén dan: Sir dung ha tang mang thong tin dién rong cua Pang
(mang Intranet cua cac co quan dang c6 giai phap bao mat co yéu) trén dudng
truyén sé liéu chuyén ding cua cac co quan dang, nha nudc.

Tai Vin phong Trung wong Pdng: Trién khai thiét bi bao mat kénh truyén
BML5000, hoat dong ché do du phong nong 1: 1, dé bao mat kénh truyén giira
diém cau chinh (dat tai Van phong Trung wong Pang) véi cac diém cau thanh
phan.

Tai cdp tinh: Trién khai thiét bi bao mat kénh truyén BML5000, hoat dong
ché d6 du phong nong 1: 1, dé bao mat kénh truyén giira hé théng truc tuyén cia
tinh (MCU, Codec, thiét b lién quan) v&i bén ngoai.

Trong md hinh day du, cap tinh can bo sung Firewall ngoai va Switch c6 cong
t6i thiéu 4x10GB dé két néi BML véi Firewall ngoai. Trong trudng hop chua co
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Firewall ngoai s& dau truc tiép Router vao BML.

Tai cdp Xa: Trién khai thiét bi bao mat kénh truyén BML100/BML10, dé bao
mat kénh truyén giita diém cau cap xa voi bén ngoai.

MG hinh dwoc thiét ké bao gom 2 cdp, cu thé:

- Hé théng MCU Trung wong dit tai Trung wong do can bo k§ thuat tai Trung
wong quan 1y, van hanh. Hé thdng MCU noi b dia phuong dit tai van phong tinh
uy do can b k¥ thuat cua tai dia phuong quan ly, van hanh.

- Hé théng MCU va thiét bi dau cudi truyén hinh hoi nghi can dam bao céc
yéu cau k¥ thuat chung, théng nhat dé dam bao dong bo trong didu khién va két
nbi; hd trg giao thirc két ndi SIP hodc H.323 dé két ndi cac thiét bi phan ctng;
khuyén nghi hd tro két néi qua WebRTC cho cac diém cau sir dung may tinh qua
trinh duyét; hd tro chia sé ndi dung qua cac chuan chung H.239 (cho H.323) hoic
BFCP (cho SIP); hd tro ma hoa giai ma hinh anh H.264, H.264 AVC, H.264 SVC;
ma& hod ma hod va giai ma am thanh G.711, G.719, G.722; khuyén nghi hd trg
chuan mi hoa Opus, chuidn mi hoa VP8/VP9 cho cac thiét bi két ndi qua trinh
duyét. Hé théng hd trg quan 1y cac layout, ché d6 hién thi hinh anh dap tmg cho
cac yéu cau phién hop qua thiét bi ctng.

MCU can bao gom licence sé diém két ni, sé phién dong thoi du cho két néi
noi bo tinh.

Thiét bi dau cudi truc tuyén Codec st dung loai thiét bi chuyén dung (thiét bi
ctring) hodc phan mém cai dat trén may tinh.

Bdo dam an ninh, an toan hé thong: Viéc bao dam an ninh, an toan hé théng
do don vi chii quan hé thong va cac co quan, don vi c¢6 lién quan chiju trach nhiém
trién khai, dam bao. T4t ca céc thiét bi hoat dong trong h¢ théng phai duoc kiém
dinh, danh gia an ninh, an toan trude khi dwa vao st dung, két ndi trong hé théng

Hoi nghi truc tuyén bao mat.
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3. M ta thong sb, cAu hinh thiét bi cap tinh va cip xa

Tén thiét bi

Mo ta, cau hinh

Cép tinh/thanh uy

Cic thiét bi, ha ting

Thiét b dinh
tuyén
(Router)

Thiét bi
tuong ltra
vung ngoai

Thiét bi
tuong ltra
vung 16i

- Thong lugng IPv4 Forwarding
(1400Bytes): 1én dén 10Gbps

- S6 luong route IPv4: > IM

- S6 lwong route IPv6: > 600000

- Giao di¢n: > 2 x 1/10GE (kém
transceiver), 4 x 1GE

- Tinh nang: Layer 3

- Nguon: 2 x AC dy phong

- Bdo hanh: > 3 nam

- Thong lugng Firewall: > 29 Gbps, do
véi gai tin Enterprise traffic profile hoac
Appmix

- Thong lugng Threat Prevention: > 14
Gbps, khi bat cac tinh nang Application
Control/App-1D, Anti-
Malware/Antivirus, IPS, Antispyware,
file blocking,
SandBlast/WildFire/Sandboxing

- Giao dién: 4 x 10GE (kem transceiver),
4 x 1GE;

- Tinh ning: C6 san tinh ning IPS,
Application Control, Antivirus, URL
Filtering hodc twong duong, hiéu luc > 3
nam

- D¢ sin sang cao (High Availability -
HA): Active/Active hoac Active/Passive
- Nguén: 2 x AC dy phong

- Ban quyén thoi gian st dung, bao hanh:
> 3 ndm.

- Thong lugng Firewall: > 35 Gbps, do
vai goi tin Enterprise traffic profile hoac
Appmix

- Thong lugng Threat Prevention: > 20
Gbps, khi bat cac tinh nang Application
Control/App-1D, Anti-
Malware/Antivirus, IPS, Antispyware,
file blocking,
SandBlast/WildFire/Sandboxing

- Giao dién: 4 x 10GE (kem transceiver),
4 x 1GE;

- Tinh ning: C6 san tinh ning IPS hoic
tuong duong, hiéu lyc > 3 nam

- D¢ sin sang cao (High Availability -
HA): Active/Active hoac Active/Passive-

Ghi chu

Dinh tuyén két ndi mang cap
1 va mang cép 2.

Céu hinh va hiéu nang c6 thé
thay d6i dé dap tng yéu cau
thuc té.

Pinh tuyén va bao vé céc
phan ving mang két ndi
ngodi. Ban quyén vinh vién,
khi khéng mua ban quyén cap
nhat méi, thiét bi van hoat
dong binh thuong, day du tinh
nang nhung véi co s¢ dir ligu
da dugc cdp nhat lan cudi
trude khi hét han ban quyén
Céu hinh va hiéu niang c6 the
thay 601 dé dap ung yéu cau
thuc té.

Pinh tuyén va bao vé céc
phan ving mang két ndi trong
hé thong tinh/thanh uy. Ban
quyén vinh vién, khi khong
mua ban quyén cdp nhat méi,
thiét bi van hoat dong binh
thuong, ddy du tinh ning
nhung véi co s¢ dir liéu ci.
CAu hinh va hiéu ning co the
thay d01 dé dap tmg yéu cau
thuc té.



Thiét bi
chuyén mach
161 (Core
Switch)

Thiét bi
chuyén mach
nhanh
(Switch
access)

May chu vat
1y cho a0 hoa

May chu so
hoa tai li¢u

Hé théng luu
trir dir licu
San Storage

Nguédn: 2 x AC dy phong

- Ban quyén thoi gian st dung, bao hanh:

>3 nam.

- S port: > 24 hoic 48 x 10 GbE
SFP/SFP+ kem transceiver

- Switching capacity: > 480 Gbps

- Forwarding capacity: > 240 Mpps

- Tinh nang: Layer 2, Layer 3, Ipv6

- Tinh nang Stacking hoac MC-LAG
hodc vPC hoic tuong duong kém 01 cép
DAC hoic cap bat cip Switch chuyén
dung.

- Nguoén: 2 ngudén AC dy phong

- Bao hanh: > 3 nam

-S6 port: > 24 hoac 48 x 10/100/1000
Mbps RJ-45; 4 x 1/10 GbE SFP/SFP+
kem transceiver

- Switching capacity: > 128 Gbps

- Forwarding capacity: > 95 Mpps

- Tinh nang: Layer 2

- Ngudn: AC

- Bao hanh: > 3 nam

- CPU: > 02 x Intel hogc AMD thé h¢
m&i nhit

-RAM: >512 GB

- SSD: > 03 x 480GB (0S)

- HDD hoac SSD: > 02 x 1TB (dit li¢u)
- Giao dién: > 2 x 10GE (kem
transceiver), 2 x 1GE; 2 x 16/32G Fibre
Channel

- Phan mém OS ban quyén

- Nguon: 2 ngudén AC dy phong

- Bao hanh: > 3 nam

- CPU: > 01 x Intel hogc AMD thé h¢
m&i nhit

-RAM: >512 GB

- SSD: > 03 x 480GB (0OS)

- SSD2: > 02 x 1.92 TB (dit liéu)

- Card GPU: Téi thiéu 24GB RAM (cho
cac may boc tach dir liéu OCR)

- Giao di¢n: > 2 x 10GE (kem
transceiver), 2 x 1GE; 2 x 16/32G Fibre
Channel

- Phin mém OS ban quyén

- Nguén: 2 ngudén AC dy phong

- Bao hanh: > 3 nam

1. Thiét bi luu tri:

- Dual Controller Active-Active

- O dia ctng >= loai 6

SAS 10K 2.5inch hodc 6 SSD (dung
lwong theo nhu ciu sir dung).

HG trg Raid tdi thiéu: 0,1,5

Két nbi cac thiét bi dau cudi.
CAu hinh va hiéu ning c6 thé
thay doi dé dap ting yéu cau
thuc té

Két nbi cac thiét bi dau cubi.
Céu hinh va hiéu ning c6 the
thay d01 dé dap tmg yéu cau
thuc té

S6 luong may chu tuy theo
nhu cau cai dit img dung va
dam bao du phong tbi thiéu
N+1 (N thiét bi chay chinh c6
01 thiét bi du phong). Céu
hinh va hiéu nang co the thay
(101 dé dap ung yéu cau thuc
té.

S6 luong may chu tuy theo
nhu ciu cai dit tmg dung va
dam bao du phong t6i thiéu
N+1 (N thiét bi chay chinh c6
01 thiét bi du phong). Céu
hinh va hiéu nang co the thay
(101 dé dap ung yéu cau thuc
té.

Céu hinh va hiéu ning c6 the
thay d01 dé dap ung yéu cau
thuc té
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Cong giao tiép: FC SFP (Tbc d6 tdi thiéu
16Gb)

- Nguodn: 2 ngudn AC dy phong

2. Thiét bi chuyén mach SAN:

Téi thiéu 2 bd (HA), s6 luong port >= 8
cong (theo nhu cau thuc té).

- Nguodn: 2 ngudn AC dy phong

3. Thiét bi NAS:

Luu trit, sao luu dir liéu.

Dung luong luu trit theo nhu cau st dung.

4. Thiét bi sao luu Tape

Trang bi khi can sao luu dit lidu 16n ¢o
nhiéu ban sao luu theo nguyén tic 3-2-1.
* Bao hanh: 3 nam.

* Heé théng [wu trix, sao luvu bao dam
phong, chdng ransomware.

- B xir Iy >= Intel Core i5, thé hé 12

- B6 nhé: >= 8GB DDR4

- O cing >= SSD 250GB

- Man hinh mdy tinh dé ban >= 19"

- Hé diéu hanh (c6 ban quyén): Windows
10 trd 1én hoac twong duong

- Phan mém cai dit (c6 ban quyén): MS
Oftfice 2016 hodc twong duong; Bo g0
t1eng Vigt Unikey; Trinh duyét Chrome;
Phan mém diét virus.

May tinh

- In laser den tring

May in -2 mat ty dong
- Tuong thich h¢ diéu hanh Windows
- Tinh nang quét hai mat, quét nhicu

trang

May quét tai - Khay ADF t4i thiéu 40

litusdhod - Tdc do quét tbi thieu 30ppm (2 mit)
- Kho gidy A4

- Tuong thich hé¢ diéu hanh Windows
Hé théng bao dam ATTT va phin mém

- Trung tam giam sat SOC tai tinh, thanh
dap ung tiéu chi ve giai phép, dich vu

H.Zr;h(s);ltg theo Quyét dinh 1356/QD-BTTTT ban
g oc hanh ngay 07/7/2022.

- Trung tdm giam sat SOC gém céc giai
phéap co ban: SIEM, IPS, AV, EDR.

- Phan mém diét virus tap trung

- EDR (Endpoint Detection and
Phdanmém  Response): giai phap bao mat mang lién
AV, EDR, tuc giam sat, ghi lai va phan tich hoat

Chéng dong trén céc thiét bi dau cudi (endpoint)
Ransomware = dé phat hién cac moi de doa va tu dong
phan tng.

- Giai phéap chéng Ransomware

Céu hinh va hiéu niang c6 the
thay 601 dé dap ung yéu cau
thuc té

Céu hinh va hiéu niang c6 the
thay 601 dé dap ung yéu cau
thuc té

Céu hinh va hiéu niang c6 the
thay 601 dé dap ung yéu cau
thyc té

Chia s¢ log cua cac giai phap
cho hé thong gidm séat trung
uong

- Intranet: AV, EDR trong
mang ndi dung chung tir
Trung wong to1 dia phuong.
- Internet: EDR dung chung tir
Trung wong téi dia phuong.
AV dia phuong ty trang bi.
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Phan mém 4o ho& may chu (ban thuong
mai hodc mi ngudn mo) dép tmg;

-S4 lugng may chu hoac CPU hoac Core.
- Chiing loai: Vinh vién (perpetual) thoi
gian hd trg k¥ thuat 03 nam, hoidc C6 thoi
han (subscription).

Ul tién lya chon loai "Vinh vién"

Hé théng truc tuyén

14 ?han ¥nem
ao hoa
15 MCU

Phong hop
tryc tuyén

- Bao dam cac yéu cdu ky thuat chung,
thong nhat, ddng b trong diéu khién va
két ndi; hd tro giao thuc két ndi SIP hodc
H.323 dé két ndi cac thiét bi phan cimg;
khuyén nghi hd tro két néi qua WebRTC
cho cac diém cau s dung may tinh qua
trinh duyét; hd trg chia sé ndi dung qua
cac chuan chung H.239 (cho H.323) hoic
BFCP (cho SIP); hd trg ma hoa giai ma
hinh anh H.264, H.264 AVC, H.264
SVC; m& hod md hoa va giai ma am
thanh G.711, G.719, G.722; khuyén nghi
hd tro chuin mi ho4 Opus, chuin ma hoa
VP8/VP9 cho cac thiét bi két ndi qua
trinh duyét. Hé thong hd trg quan 1y cac
layout, ché do hién thi hinh anh dép tGng
cho cic yéu cau phién hop qua thiét b
cung;

- MCU can bao goém licence du cho s6
diém két ndi, toi thiéu 2 phién hop dong
thoi.

- Codec sir dung loai thiét bi chuyén dung
(thiét bi cing) hoic phan mém cai dat
trén may tinh.

- Bao dam céc yéu cau k¥ thuat chung,
thong nhét, dong bo trong diéu khién va
két ndi; hd tro giao thic két ndi SIP hodc
H.323 dé két ndi cac thiét bi phan cung;
khuyén nghi hd tro két néi qua WebRTC
cho cac diém cau st dung may tinh qua
trinh duyét; hd tro chia sé noi dung qua
cac chuan chung H.239 (cho H.323) hoic
BFCP (cho SIP); hd trg ma hoa giai ma
hinh anh H.264, H.264 AVC, H.264
SVC; md hod md hod va giai ma am
thanh G.711, G.719, G.722; khuyén nghi
hd trg chudn ma hoa Opus, chuan mi hoa
VP8/VP9 cho cac thiét bi két ndi qua
trinh duyét. Hé thong hd tro quan 1y cac
layout, ché do hién thi hinh anh dép tGng
cho cic yéu cau phién hop qua thiét bi
cung.

- Man hinh, thiét bj am thanh.

Dap tng cho nhu cau may chu
vat ly cho ao hoa
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Cép xi/phudng va twong duong

Cic thiét bi, ha ting

1.1. Firewall:

- Thong lugng Firewall: > 1.4 Ghps, do
véi goi tin Enterprise traffic profile hoac
Appmix

- Thong lugng Threat Prevention: > 0.8
Gbps, khi bat cac tinh nang Application
Control/App-1D, Anti-
Malware/Antivirus, IPS,
SandBlast/WildFire/Sandboxing

- Giao dién: 8 x 1GE (bao gom 01 cong
mgt);

DPinh tuyén va bao vé cac
phén ving mang cua don vi.
Ban quyén vinh V1en khi
khong mua ban quyén cép
nhat méi, thiét bi vin hoat

Thiét bi - Tinh nang: C6 san tinh ning IPS, dong binh thuong, ddy du tinh
1  tuong lira Application Control, Antivirus, URL nang nhung voi co s¢ dir liéu
(Firewall) Filtering hodc twong duong, hi¢u lyc >3 | ci.
nam Cho phép quan 1y, cdu hinh tir
- Nguon: AC cép tinh.
- Ban quyén thoi gian st dung, bao hanh: = Cau hinh va hi¢u ning c6 the
> 3 nam. thay 601 dé dap ung yéu cau
1.2. Phan mém quan tri tuong lia: thuc té.
Ban quyén phan mém quan tri hé théng
tuong ltra cap xa dugc cai dit tai trung
tam dir liéu tinh dé quan tri, van hanh hé
thng tuong lira cip xa.
- Ban quyén thoi gian sir dung, bao hanh:
> 3 nam.
- S port: > 24 hoic 48 x 10/100/1000
e Mbps RJ-45; 4 x 1/10 GbE SFP/SFP+ (s6 = Thiét bi chuyén mach, két nbi
Thiét bi . , . A e L on , j N
chuyén mach lu’ongitransc.elver chi mua khi ¢c6 nhu cau  véi tuohg ltra, , cac‘Athlet ;bt
. : thyc t€)- Switching capacity: > 128 Gbps = mang khac va cac thiét bi dau
2 nhanh . St 2.2 A s R
. - Forwarding capacity: > 95 Mpps cuoi. Cau hinh va hiéu nang
(SWItCh , o ;R e 2R ar. 7 A
access) - Tlnhknang. Layer 2 c6 thé tha}; doi dé dap ung yéu
- Nguon: AC cau thuec te.
- Bdo hanh: > 3 nam
- B xtr Iy >= Intel Core i5, thé hé 12
- Bo nh¢: >= 8GB DDR4
- O ctmg >= SSD 250GB
i MAa n hmh may tl,n h 7de ban;>—- 19. Céu hinh va hiéu niang c6 the
3 Mav tinh - H¢ diéu hanh (c6 ban quyéen): Windows tha d01 dé dap (me véu cAu
y - 1A = y p ung 'y
10 tro 1én hodc twong duong thuc &,
- Phan mém cai dat (c6 ban quyén): MS .
Office 2016 hodc tuong duong; Bo g6
tiéng Viét Unikey; Trinh duyét Chrome;
Phan mém diét virus.
- In laser den tring Céu hinh va hiéu niang c6 the
4  Mayin - 2 mat tu dong thay d01 dé dap ung yéu cau
- Tuong thich h¢ diéu hanh Windows thuc té.
5 May quét tai = - Tinh ning quét hai mat, quét nhiéu Cau hinh va hiéu ning co the

liéu s hoa

trang

thay d6i dé dap tmg yéu ciu
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- Khay ADF t6i thicu 40 thye t€.
- Toc do quét toi thiéu 30ppm (2 mat)
- Kho giay A4 i
- Tuong thich hé diéu hanh Windows
Hé théng bao dam ATTT va phin mém
Thanh phan - Giai phap phong, chéng ma doc AV Giam sét tap trung tai Tinh

5 dam bao - Gidi phap phat hién va phan ang su ch hodc Trung wong, cho phép
ATTT tai an toan thong tin trén thiét bi dau cuoi lay log tir hé thong giam sat
may tram EDR cap trén.

- Phan mém diét virus tap trung
- EDR (Endpoint Detection and - Intranet: AV, EDR trong
Phdnmém  Response): giai phap bao mat mang lién  mang ndi dung chung tir

; AV, EDR, tuc giam sat, ghi !ai va phén 'gich hoat Trung wong téi dia phuong.
Chong dong trén céc thiét bi dau cuoi (endpoint) - Internet: EDR dung chung tur
Ransomware = dé phat hién cac méi de doa va tu dong Trung uong t6i dia phuong.

phan ung. AV dia phuong ty trang bi.

- Giai phap chéng Ransomware
Hé thong truc tuyén

- Codec sur dung loai thiét bi chuyén dung
(thiét bi cimg) hodc phan mém cai dit
trén may tinh.
- Bao dam cac yéu cau ky thuat chung,
thong nhit, dong bd trong dleu khién va
két ndi; hd tro giao thirc két nbi SIP hoic
H.323 dé két néi céc thiét bi phan cimg;
khuyén nghi hd tro két ndi qua WebRTC
cho cac diém cau sir dung may tinh qua
trinh duyét; hd trg chia sé noi dung qua
Phong hop cac chuan chung H.239 (cho H.323) hoic
truc tuyén BFCP (cho SIP); hé tro ma hoa giai ma
hinh anh H.264, H.264 AVC, H.264
SVC; md hod md hod va giai ma am
thanh G.711, G.719, G.722; khuyen nghi
hd tro chuan ma hoa Opus, chuén ma hoa
VP8/VP9 cho cac thiét bi két ndi qua
trinh duyét. Hé thong hd trg quan 1y céac
layout, ché do hién thi hinh anh dép tGng
cho cic yéu cau phién hop qua thiét bi
cing.
- Man hinh, thiét bj am thanh.
*Luuny: , ’
- Céc thiet bi phdi c6 ching nhén xuat xi (CO), chizng nhan chat luong (CQ)
va cac ching nhdn lién quan khac theo quy dinh.
- CAC may tram duroc cai cac phan mém bdn quyen (Windows, Office), cac phan
mém bdo dam an toan thong tin (AV, EDR) va cac phan mém lién quan, can thiét.
- S6 luong thiét bi tuy thudc nhu cau sir dung cu thé cia tu*ng co' quan, don Vi.
- Thiét bi, hé thong phdi tudn thi cdc tiéu chudn kj thudt, cac yéu cau vé dién,

diéu hod, phong oc, an toan, bdo mdt theo quy dinh ciia phdp ludt va ciia Dang.






